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irect digital control (DDC) ordinarily refersto executing control of
devices using electronic digital technology to the point of the
controlled device. Today, DDC for HVAC systems is usudly
provided by anetworked set of sensorsand controllersthat are connected
to actuators moving controlled mechanical devices such as valves,
dampers, fans, and pumps by sending them voltage signals. Accessto data
onthisnetwork oftenisavailablefor viewing onfield panel swith integrated
displaysor by one or more building automation system (BAS) computers

(Figurel).

The Web and the Internet

Widespread access to the World Wide
Web opens up new opportunities for
owner-operatorsand service providersto
use the Web to manage and control fa
cilitiesmore effectively. From aphysical
perspective, the Internet is the global
network of interconnected computers
plus the media (wire, fiber optics, wire-
less) and devices connecting them. From
a functional standpoint, the Internet is
the set of data highways that allow data
to betransported, in principle at the speed
of light, from one point to any other point
(or node). It is the wiring that connects
everything. Assuch, it providesamecha-
nism for integrating equipment, systems
and processes that historically have not
been integrated and for operating them
as integrated systems.

Thiscan be donewithin abuilding sys-
tem, on an enterprise-wide basis or even
between enterprises (e.g., business-to-
business commerce). For building con-
trol, networking enablesintegrated con-
trol of systems on a scalethat previously
could not be accomplished. From an en-
terprise perspective, data such as energy
consumption and cost can be shared be-
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yond the operation staff with other de-
partments such as finance and account-
ing. These departments no longer need
towait for the monthly energy bill to un-
derstand how consumption might be
changing.

The Internet, however, only provides
the connections. It is a technology-en-
abler. By itself, the Internet provides no
solutions, yet it isthe critical connection
system through which new kinds of so-
[utions become possible.

One of the Internet’s most useful ser-
vices is the World Wide Web. The Web
isaglobaly distributed information re-
trieval system that enablesthe nearly in-
stantaneous accessto information on any
“web page” on any web server connected
to the Internet, from any computer that is
running a“browser” (Figure 2). Thisisa
powerful feature when looking at poten-
tial future technology. Other services
available on the Internet include
e-mail, USENET, andfiletransfer.

Direct digital control isused in build-
ing environmental systems to operate
equipment so that it meets the needs of
building occupants for heating, cooling,
adequate ventilation and lighting. Be-
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causethe Internet and Web provideinte-
gration opportunities, the discussion in
thisarticle extendsbeyond DDC aoneto
other aspects of building operation and
maintenance that establish the context in
which DDC is used. Ways the Internet
can be used for detecting and diagnos-
ing equipment operation problems and
maintai ning systems and equipment are
included.

Why Link DDC with the Web
Intranets and Networking
Information technology, including
computers, networks and peripheras, are
currently applied across nearly all eco-
nomic sectors and have extended into our
homes. A large industry focused only on
providing computing devices and net-
working already exists. Major companies
are based on “small” niches within this
industry. Building management and con-
trol systems can take advantage of hard-
ware, software, and knowledgefromthis
rapidly evolving industry by implement-
ing building controls using the Internet
and other information technology. The
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networks used for building control have aready been imple-
mented on networking infrastructure from the computer indus-
try. However, westill install separate networksfor each system
in abuilding (fire, access control, HVAC). Usudly these sys-
temsare not connected to local Intranets or the Internet. Rather
than installing and managing separate networks, the network
provided for business applications also could be used for build-
ing control.

Security can be aconcern when using business networksfor
building control. However, access to information and devices
on an Intranet can be controlled through password protection,
authorization of user access privileges and other schemes for
providing data security. The business' operations data trans-
ported vialntranets are at |east asvaluable, sensitive, and reli-
ant on a continuously operationa network as the operation of
the building. Building systems cannot go down because they
provide comfortable and healthy conditionsfor occupants. Simi-
larly, if abusiness network goes down, thousands or millions of
dollarscan belost. Reliability isimportant for all network appli-
cations.

By sharing the same physical network, the capital cost of a
separate network for building control could be avoided and
maintenance of the network can be placed in the hands of the
professionalsin that field — the information technol ogy staff.
Of course, the network must have sufficient bandwidth to pre-
vent bogging down building control when a large business
application, such asapayroll system, isworking. Thiscould be
handled by designing the Intranet to servetheseloads at lower
marginal costs than implementing a separate network just for
building contral.

In addition to potentially lower costs for the physical sys-
tems themselves and improvements to their maintenance and
management, using Intranetsthat are connected to the Internet
could provide many other advantages and benefits. Widely
accepted networking standards could be used, suchas TCP/IR,
Ethernet and cabling standards (see |EEE Standard 802 and
TCI/EIA-568). Costs of networking are decreasing and perfor-
manceisrapidly increasing. Also, new standards are being de-
veloped to make any appliance with acomputer chip network
compatible. Thiswill include network appliances (small, easy to
use, low-power computersfor brows ng theweb), persona digital
assistants and cellular phones. Devices such as microwave
ovens, refrigerators, coffee pots, lighting, and other appliances
also are being enhanced by appliance manufacturersto be com-
patible with the Internet (see sidebar on Jini and Universal Plug
and Play). Why not connect HV AC and other building systems
inthe same way?

HV AC equipment and controls could | everage these network
and standards devel opment activities produced for other infor-
mation-technology applications to reduce cost and improve
operations.

Information Availability

Today, a single workstation or two are generally dedicated
for use as building automation system workstations. Informa-
tion is only available to those who have access to these work-
stations at the computer’ slocation. By connecting the building
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Figure 1: Schematic diagram of a common building au-
tomation system structure in use today.

control network to an Intranet, access can be provided at other
locations. For example, the finance department would no longer
need to wait until the end of the month to monitor energy usage
and cost. By connecting to the Internet, building operation and
control information could be made available anywhere aweb-
enabled device with anetwork connectionisavailable (Figure
3). Thedevice could be adesktop computer, alaptop computer,
apersonal digital assistant or aweb-enabled cell phone.

The building engineer could monitor conditions from home
or ahotel room. Data could be made readily availableto an off-
Site consultant to solve an especially complex performance prob-
lem. With the use of the Internet, a higher level of building
operation support could be provided continuously at areduced
Cost.

Even building occupants might be given an automated mecha
nism for providing input used in the control process. Occupant
polling schemes might be used to select set-points for opera-
tion. Rather than calling in acomplaint, an occupant might vote
or report a complaint directly by computer to the control sys-
tem or building operations staff, all through an Intranet. Direct
occupant input might even lead to changes in control para-
digms.

Improvements in Remote Access

Remote operation today without an Internet connection is
accomplished through dial-up access. Access to the informa-
tionislimited to the person accessing the system modem at the
moment. Others must wait for the modem to become available.
Building automation systems also currently provide dial-out
for reporting alarmsto fixed locations, such as a pager, to dis-
patch service personnel. Information from aBASisgenerally
available as text only. However, many BAS companies now
have or are developing new systems with browser-compatible
interfaces so that graphical information becomes available

December 2000



Control Equipment

through the Internet or a direct dial-up connection. A severe
limitation of the dial-up mode of direct accessisthat aconnec-
tion can be made to only one building at atime.

With an Internet-connected BAS, the same central worksta-
tion alarming and service dispatching capabilities would be
available, but messages could be sent in more than one form
(e.0., pager, e-mail and cell phone) and to more than oneloca-
tion. System accesswould be enhanced considerably. Informa-
tion from the system would become available from any Internet
connection at any time simultaneously by more than one user.
The sameinterface could be viewed through the Internet asthe
interface available on the central BAS workstation. Moreim-
portantly, simultaneous access to many buildings would be
possible. Thislast characteristic would make simultaneous con-
nection to multiple buildings possible continuously, if desired.
With a continuous connection to the Internet, the need to dial
each building individually to collect datafrom the BASwould
be eliminated. The connection could be maintained for auto-
mated reporting of alarms and trend data initiated by the con-
trol system, aswell as providing for user-initiated actions.

Support Service Enhancements

Despitemany articlesinthetradeliteraturein recent yearson
theva ue of preventive and predi ctive mai ntenance, most main-
tenancein commercial buildingsisstill governed primarily by a
“fix when broken” or “change in response to complaints’ ap-
proach. In the best cases, maintenance is based on calendar-
time or run-time as apreventive measure. Generally, however,
alarms, servicereguestsand callsfor technical support initiate
dispatch of service. The service systemis primarily manual and
documentation of maintenanceisgenerally limited.

Connectionto theInternet could improve management of main-
tenance in addition to operation. Data sharing via the standard
protocols would create the opportunity to integrate third-party
software for maintenance management, diagnostics, and other
technical and financial analyses. Diagnostic services could be
ddivered viathe Internet to subscribers. Maintenance and repair
could beinitiated locally or remotely. Expert service personnel
and onlinetechnica support could be availablefrom central loca-
tions to serve many buildings. The best skills could be made
availableto abroader set of facilitiesthrough the Internet.

Web page

Request for i

web page

Client

Web Server

Figure 2: A simplified diagram of access to a web page
from a computer connected to the Internet.

In addition to maintenance service, staff training could be
offered to operations staff online. Rather than attending atrain-
ing course at a set location and time, staff could use computer-
ized training, possibly tied to their own equipment, at their con-
venience. Initial and refresher training could be accomplished
at lower cost and without interfering with critical activitieswithin
thebuilding. Thelatest control agorithms could be downloaded
viathe Internet and implemented without a controlsintegrator
visiting the site. The latest documentation for equipment, sys-
tems, and controls could be made available to operations and
engineering staff viathe Internet.

What’s Possible Today?

Can Internet and Web connections for building control sys-
tems be implemented today? Y es, but with some difficulty and
at a higher cost than likely in the future. Three requirements
must be met for building controlsto be connected to the Internet:
1) aphysical connection to the Internet, 2) a communication
protocol transporting data and messages between nodes, and
3) astandard protocol (or standard format) used by all devices
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for data and messages, or translators, between protocols.

Thefirst requirement isrelatively straightforward. It can be
obtained from an Internet Service Provider (1SP) as one of a
number of broadband connections or as a smaller bandwidth
telephone-line connection. For most office buildings today,
Internet and Intranet connections are placed in many locations
but probably not to the building controls system. If not in
place, connections would need to be run to the building con-
trol system. For new buildings, the networking infrastructure
in the building could be designed to provide service for build-
ing control and monitoring.

The second requirement can be met by the TCP/IP standard,
which governs transfer of data over the Internet (and many
LANS), together with gateways, which convert information from
one communication protocol to another and connect two net-
works using those different protocols. In addition to providing
transmission of the data, the devices connected must be able
to “speak” to one another. This requires that the control de-
vicesuseastandard protocol or that aprotocol converter (some-
times part of agateway) provide translation from one protocol
to another. This converter may serve an entire building auto-
mation system, a set of sensor/control points, or even an indi-
vidual sensor or controller. BACnet® isan example of an open
standard for building automation systems data and services.
Figure 4 shows various types of connections that are possible
and necessary to use the Internet in building control.

Whenever different protocols are used in a distributed net-
work scenario or different protocols are used by different ap-
plications, gateways are required to connect every network or
sub-network to every other network, aswell asto the Internet.
These gateways add to cost and serve as an impediment to
connecting building control systemsto the Internet. Whether
the protocol s used are standard or proprietary, therewill still be
differences. The cost of agateway continuesto decline asthey
become lessvisible,

If all deviceson abuilding control network were TCP/1P com-

Building 1 Building 2
Building Operator Building Operator
Workstation Workstation

Financial Officer's Building
Wo;kstahon Manager's Office
— =
Building Controls -
Network Building Controls
Network
Chief Engineer's Hotel :
Home - Consultant's
i Hotel Room
herre
Home PC A : Lapt
Net Appliance Hotel LAN Hoe

Figure 3: The future of building controls via the internet,
where access to building operation information is avail-
able to authorized personnel any where at anytime.

patible with each having an | P address, each device would be-
come anode on the net. If they al so used the same higher level
protocol to communicate or provided protocol conversion at
the individual monitoring and control devices, DDC could be
implemented directly over the Internet and TCP/IP networks.
To protect intrusion by unauthorized users, firewalls can be
used for connection of organization or site Intranets to the
Internet. Password protection can be used to restrict the access
of various levels of users. For example, financial staff would
probably have no access to set points or temperature data at
various pointsinthe HVAC system. A fully Internet-connected
building control system is schematically shown inFigure 3.
Onething should beclear. Thereisadifference betweentrans-
mitting information over the Internet and viewing thisinforma-
tion. A standard protocol, like BACnet®, might be used with the
Internet to deliver information to another BACnet® device. A
standard protocol used in conjunction with the Internet does

Jini and Universal Plug and Play

Two standards under devel opment for
readily connecting devices of all sorts
to computer networks and the Internet
are Jini and Universal Plug and Play
(UPnP). They are being developed by
different collaborativesin the computer
industry. Such standards show promise
for greatly expanding the role of the
Internet in our lives, including HVAC
systems. This sidebar provides a brief
description of these standards.

Jini

Jini (Sun 1994 — 2000) provides aset
of protocols and transaction mecha-
nisms that enables devices to plug to-
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gether and communicate over anetwork
without any planning, installation or hu-
man intervention. Jini connection tech-
nology extends the Java programming
model for a single virtual machine to a
network of machines. Devices can be
plugged into existing networks, announce
their presence to other Jini-enabled de-
vices and services, share resources and
interact with them. InaJini network, there
areno designated clientsand servers; all
devices on the network can serve both
as clients and servers depending on the
service they offer.

Theinfrastructure of aJini system con-
sists of a discovery/join protocol and a
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look-up service. Thediscovery/join pro-
tocol alows devicesto discover and ad-
vertise themselves to other devices and
services present in the network. The
look-up service is a repository of ser-
vicesavailableto the network members.
Entriesin thelook-up service are objects
in the Java programming language,
which can be downloaded by the de-
vicesrequiring that service. All Jini-en-
abled devices will have some memory
and processing power. Devices without
processing power or memory may be
connected to the network using another
deviceasaproxy providing the memory
and processing power required.
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not mean aweb browser will be ableto display the transmitted
buildinginformation.

Even connecting monitoring and control devicesdirectly to
the Internet or an Intranet does not make them accessible via
theWeb. To provide control information viaWeb browsers, the
information must be posted on Web pages. This can be done
on a supervisory computer for an entire building controls sys-
tem, at thefield pandl level, or onindividual devicesif they were
connected directly to a TCP/IP network. These devices would
reguire processing and memory capabilities to enable them to
act as Web servers and provide the building information in a
format that can be displayed by a Web browser. Today, many
BAS manufacturers are beginning to offer Web accessto their
BAS. The future could bring individual devices that possess
limited Web-server capability for their own Web pages.

Third-party programsare somewhat difficult to integrateinto
building controls networks currently, especially where older,
legacy, BASsare present. Many newer BASs provide accessto
control system dataviastandard dynamic dataexchange (DDE)
or abject linking and embedding (OL E) technologies. Dynamic
data exchange enablestwo applications running simultaneously
to share data and commands. The OL E technology enables an
object developed in one software application to bedisplayed in
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Facilities TCP/IP Manufacturer's
Management Net DDE/DCOM |
Center (OLE Server)* . Building Control \'>>
Gatewgy] BAS Server ;\Nﬂ\@r/kﬁ,/
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TCP/IP Protocol
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Customer Data
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Figure 4: Digital control system connections to the Web
possible today.

another. An object created in one program can belinked to, or
embedded in, another software application. The OL E technol-
ogy has proved so useful that it serves as the basis for a pro-
cessindustry standard known as OPC or OL E for process con-
trol (OPC Foundation 2000). The OPC standard defines a set of

Inan HVAC control system, anew de-
vice, such as a thermostat or piece of
equipment, added to a Jini-enabled net-
work can become part of acentral con-
trol system without having to
reconfigure or recommission the control
system.

Universal Plug and Play (UPnP)
UPnP (Microsoft 2000) isadistributed,
open networking architecture for data
transfer and control of networked de-
vices. UPnP supports zero-configuration
networking and automatic discovery,
whereby adevice can dynamically joina
network, obtain an | P address, announce
its name, convey its capabilities upon
request, and learn about the presence

and capabilities of other devices. UPnP
provides a balanced protocol / APl (Ap-
plication Program Interface) architecture
so that devices can seamlessly
interoperatein amulti-vendor environment
and with the Internet. UPnP devices can
be implemented independent of any pro-
gramming language, operating system or
physical medium. Device vendors can
agree on developing protocols on a per-
device basis as to the types of services
made available over the network.

UPnP |everages the most popular com-
munication protocols and standards such
asTCPIPRHTTRHTML and XML. TCP/
|Pand HT TP are communication protocols
widely used by the Internet industry to
connect and send data between comput-

ers. HTTPand XML are expressive high
level languages for describing data. For
example, adeviceinterface protocol can
expressdatain XML and communicateit
viaHTTPtodisplay informationin aweb-
based browser on adesk top computer or
aweb phone.

Themajor difference between JINI and
UPnPisin how the Application Program
Interface is implemented by the indi-
vidual devices. J NI usesthe JAVA pro-
gramming model and shares services,
whereas UPnP sharesonly the data. Each
JINI device may need to download code
and process from another device for an
action, whereas a UPnP device expects
only the data, andits processing isloca
to the device. L

Advertisement for the print edition formerly in this space.

46 ASHRAE Journal

December 2000



Advertisement for the print edition formerly in this space.



ASHRAE "Journal

interfaces for communicating among a set of diverse process
control devices. Theintent isto have interoperability between
control programs, automation systems, field devices, and busi-
ness applications without requiring development of specific
and custom interfaces, removing customer concerns about com-
patibility and reducing the cost of interoperable systems. Us-
ing these or other technologies to overcome obstacles to inte-
gration, many more providers of building operation support
software could enter the market, expanding the typesand range
of applications available and increasing the value of these sys-
tems to the owners.

The applications that could become integrated with DDC
systemsin buildingsinclude:

Automated, remote, fault detection and diagnostics.

Total enterprise and end-use energy consumption tracking.

Verification of energy savings and utility rate structures.

Benchmarking across building sets.

Financial impact assessment.

Forecasting energy needs and preparation of purchasing

plans.

Optimization across multiple building systems and buildings.

Improved |oad management.

Real-time energy contracting.

Direct online ordering of parts and supplies for repair and

mai ntenance.

* Livereporting and archiving of satisfaction of operation codes
and standards (e.g., indoor air quality).

» Asset tracking.

* Building document management.

Looking Ahead

L ooking beyond the near-term impacts of connecting build-
ing control systemsto the Internet, abroad spectrum of oppor-
tunitiesexist for using information technology to improve build-
ing operation and management. In this section, a representa-
tive set of what islikely is presented.

Supercontrollers

We define supercontrollers as controllerswith computational
power comparableto today’ s desktop work station. Some chip
manufacturers are producing one-chip personal computers
(PCs) that are 133MHz Pentiumswith dl theinput/output, BIOS,
etc., needed to execute very sophisticated programs. These
capabilities were added to top-of-line desktop computers less
than five years ago and are designed into controllers currently.
It is reasonable to expect that in five years the first 500MHz
supercontroller packaged in abox no larger than cigarette pack
will beintroduced.

Moreover, supercontrollers capabilitiesarelikely toinclude
self-programming plug-and-play controls; design and perfor-
mance historiesavailable online; and all data, diagnostics, and
analysis performed and published to the Web.

These ultra-small, super-smart controllerswill benefit build-
ing control products and services by making more valuable
information availableto service providers. The ease of delivery
of huge volumes of pre-processed information and knowledge

48 ASHRAE Journal

www.ashraejournal.org

would not be possible if not for Web technologies.

Wireless Technologies

The future should also bring greatly increased use of wire-
less communication for Internet connections, for portions of
the Internet and in wireless sensors. Wireless sensor-use in
buildings will lead to reduced installation costs for sensors,
use of more sensors, increased availability of information, and
agreater variety of sensorsused in building controls. Much of
the underlying technology existsor is being developed for busi-
ness and military applications and includes wireless LANS,
wireless Internet, and passive radio frequency (rf) sensorsthat
can be polled from aremotelocation.

Web-Enabled Cell Phones

Cell phoneswith web capabilities are already commercially
available (they usetoday’ swireless application protocol [WAF],
which does not enable display of full web pages). They have
been on the market in Europe for some time. With fully web-
enabled building control systems, such devices could serve as
service hand tools for building operators and equipment ser-
vicetechnicians. In principle, smply by navigating thebuilding's
web sitewith acell phone, an operator could operate abuilding
or severa buildings. This would provide operators with the
ability to do anything, anytime, anywherethat they could do at
the on-site central BAS computer.

New Sensors and Web-Enabled Telepresence

The future will undoubtedly provide new types of sensors.
Low-cost, miniature sensors for sight (video), sound, smell,
and touch should become practical. A miniaturewirelessvideo
camerathat today costs about $200 should, in 10 or 15 years,
cost less than $2. With such costs and no wiring, it will be
difficult to justify the cost of driving to the building, climbing
to the roof and opening an access panel to look at a damper.
Much more fault-detection, diagnosis and troubleshooting will
be done before visiting the site. One visit should suffice for
repairs and maintenance because the service technician will
know in advanceall parts and equipment that need to be brought
to the site.

Ultimately, Web-enabled technology should be able to pro-
videtelepresence. With tel epresence, the technician won’t need
a screwdriver and wrench or to be on site to open up an air
handler to see inside. With sufficient sensor variety,
supercontrollers could synthesize views of theinternals of the
equipment and systems they control on demand. This would
be accomplished by using the sensed data in models to pro-
vide the illusion (using virtual reality) of actually inspecting
systems and equipment without being at the site. Such sys-
tems could highlight problem areas and deliver images over the
Web to an eyes-up display.

Conclusions

Networking technology isbecoming availablerapidly so that
building control systems may benefit by using the same gen-
eral infrastructure and connecting to the Internet. Use of com-
mercia off-the-shelf components from the information technol -
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ogy industry should lead to increased network performance
and lower costs. A transition will berequired from today’ sbuild-
ing control system implementations to tomorrow’ s fully inte-
grated systemwiththe Internet. Thiswill taketime, but moving
in this direction should bring cost and performance benefits
well beyond today’s level of performance and lead to signifi-
cant enhancementsin building operation.

Use of the Internet for building control will create new oppor-
tunitiesfor facility managers, service providers and manufac-
turers. More information will be available to more people, en-
abling facility operation to becomeanintegral part of enterprise
operation and resource planning. Better information will bepro-
vided to all parts of a company making decisions related to
facility management. Thiswill contributeto the overall improve-
ment of the business of owning and occupying a building.

Presented here is arosy picture of building control and op-
eration using the Internet and the Web. Will the Web fulfill its
promise to provide these benefits? The answer will largely be
up to usinthe HVAC and buildingsindustries. The Webisan
enabling technology; it is not the solution by itself. We must
grasp the opportunity to utilizetheincredibleinformation tech-
nol ogies becoming available to improve building operation by
adapting them and devel oping the software applicationsto use
them effectively for building management and control. Failure

to do so will defer the benefits.
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